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This guide is intended for the following CCL Network users:
Members who use a wired ethernet connection on a Windows PC

To complete this guide, there are two important steps:
1. Updating the network certificate validation setting on your device
2. Re-entering your CCL Network Username and Password

To complete this guide, you will need to know your CCL Network username and
password. If you DO NOT know your CCL username and password, please head to
https://id.ccl.com.au and complete the login process to verify your credentials prior

to proceeding.
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Click the Windows icon located
in your desktop taskbar
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+ view network connections «

I n th e to p Sea rC h ba r, type Vle w & @ Apps Documents Web Settings Folders Photos
network connections et el

wy View network connections

L
=== Control panel

A
Y

A View network connections option
WIU_ appea r, Cl_|Ck Open Search the web View network connections
Control panel

view network connections - See

more search results
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R¥ Network Connections

&« = v A4 Bw  Control Panel > Network and Intemnet > Network Connections >

Your PC’s network connections will be

. L‘! gluetooth Netwaork Connection l b L:.' E:?Ler:jt f; ,
d I S p laye d . LO C ate yO U r et h e r n et Xﬁ B Not connected @ (isco AnyConnect Virtual Min. a7 Rea\t;!LLS;B GbE Family Contr.
connection thatis active.

You can identify your active ethernet
connection as a connection NOT in one
of the following states:

* Notconnected

* Disabled
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l‘ Ethernet L‘_ Ethernet 2 ‘ l:- WiFi
«* 0 = &

_, Disabled o, CCl-Samwa?d ﬂ Not connected
= Cisco AnyConnect Virtual Min... W= Realtt Wy Disable Qualcomm(R) FastConnect(T...
Status
Diagnose

Right-click your active

. " :
ethernet connection. % Bridge Connections

Create Shortcut

Select Properties

Rename

elee

Properties
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An Ethernet Properties
window will appear.

Select Authentication.
The Authentication tab will

open.

Select Settings
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4 Ethernet 2 Properties

Networking | Authentication Sharing

Connect using:

¥ Realtek U £ Family Controller

‘ Configure... |

This connection uses the following items:

W2 . Client for Microsoft Networks

L4 ? File and Printer Sharing for Microsoft Networks
W] %8 Npcap Packet Driver (NPCAP)
LE‘QOS Packet Scheduler

(? Bridge Driver

‘? Nested Network Virtualization

4 Intemet Protocol Version 4 (TCP/IPv4)

Install... Uninstall

Description

Allows your computer to access resources on a Microsoft
network .

Cancel

4 Ethernet 2 Properties

Networking Authentication Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable |IEEE 802.1X authentication

Choose a network authentication method:

Settings

Microsoft: Protected EAP (PEAP)

Remember my credentials for this connection each
time I'm logged on

(] Fallback to unauthorised network access

Additional Settings...

Cancel
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Protected EAP Properties X

When connecting:

Verify the server's identity by validating the certificate

("] Connect to these servers (examples:srv 1;srv2;.*\.srv3\.com):

The Protected EAP Properties window will
open.

Trusted Root Certification Authorities:
O
() certum Trusted Network CA
|_J Class 3 Public Primary Certification Authority
|_J DigiCert Assured ID Root CA
() DigiCert C5 RSA4096 Root G5
DigiCert Global Root CA
[T pigiCert Global Root G2

Please make note of the section of this
window below “When connecting”. This is
the location of the setting that needs to be
updated.

Notifications before connecting:

Don't ask user to authorise new servers or trusted CAs

Select Authentcation Method:

Secured password (EAP-MSCHA Configure...

Enable Fast Reconnect
("] Disconnect if server does not 1t cryptobinding TLV
(C)Enable Identity Privacy
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Protected EAP Properties X

When connecting:

[T J¥erify the server's identity by validating the certificate:

hese servers (examples:sr

Below the When connecting message, make the
following change:

(] AAA Certificate Services

() certum Trusted Network CA

[_J Class 3 Public Primary Certification Authority
[_] DigiCert Assured ID Root CA

(] DigiCert CS RSA4096 Root G5

DigiCert Global Root CA

(] DigiCert Global Root G2

Uncheck “Verify the server’s identity by
validating the certificate”

Notifications before connecting:

Once this checkbox has been unticked (as
pictured), select Ok.

Select Authentication Method:

Secured password (EAP-MSCHAP v2) Configure...

Enable Fast Reconnect
() Disconnect if server does not present cryptobinding TLV
() Enable Identity Privacy
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4 Ethernet 2 Properties

| Networking Authentication  Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable |EEE 802.1X authentication

You will be taken back to the Authentication tab.
Note the highlighted message stating - “The Fhoess anciuork auenieaton method
changes that you have made will delete the
saved credentials”.

Microsoft: Protected EAP (PEAP) o | Settings |

Remember my credentials for this connection each
time I'm logged on

(] Fallback to unauthorised network access

Click Additional Settings

Additional Settings...

The changes that you have made will delete the saved
, credentials

Cancel
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Advanced settings

802. 1X settings
Spedify authentication mode

User authentication - Replace credentials

[ Delete credentials for all users

The Advanced Settings window will appear.

(") Enable single sign-on for this network

Under the “Specify authentication mode” section,
select Replace credentials
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4 Ethernet 2 Properties

A Windows Security
window will open.

Netwoﬁ(ing Authentication Shanng

< Windows Security

Select this option to provide authenticated network access for
Replace credentials this Bthemet adapler.

. . Enable |EEE 802.1X authentication
Saving your credentials allows your computer to connect to the
E nte r yO ur C C L network when you're not logged on (for example, to download

updates).
Username and CCL

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) Settings
Username
Password.
| St Remember my credentials for this connection each

time I'm logged on

Password

(] Fallback to unauthorised network access

Once completed, click CCL Password g

Ok. You will be taken

back to the _ Cancel

Authentication tab, click
Ok.

- Addtional Settings... »
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You will be taken back to
the Network Connection
window.

Your ethernet connection
should now appear the
same as it did prior to the
setting change.

If your ethernet does not reconnect, please complete Steps 9-12 again. If it
continues to fail, contact CCL Network Support for assistance.
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