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CIRCULAR TO CCL SHAREHOLDERS, CLERKS
AND NETWORK MEMBERS - CCL NETWORK
- REMOVAL OF PERSONAL ROUTERS

April 30 2019

This is a reminder to members that the deadline for disconnecting personal routers from the CCL
Network is 31 May 2019. All personal routers will be disconnected from this date which will interrupt
your network access. For members that are still using a personal router CCL recommends that you
decommission your router as soon as possible to prevent any connection issues after the deadline.
Members who require assistance with decommissioning their router should engage their IT
consultant.

Members who are using an Apple AirPort Time Capsule that have not yet been contacted by the
Network staff are advised to send an email to support@ccl.com.au as soon as possible.

Kind Regards,

Michael Wright

ICT Manager

Counsel’s Chambers Limited

From: Michael Wright

Sent: Tuesday, 12 March 2019 1:37 PM

To: CCL Network User

Subject: Re: CIRCULAR TO CCL SHAREHOLDERS, CLERKS AND NETWORK MEMBERS - CCL NETWORK -
FULL DEPLOYMENT OF CISCO WI-FI SERVICE

| refer to Debbie George’s circular below regarding the use of personal routers on the CCL network.

This is a reminder to members that the deadline for disconnecting personal routers from the CCL
Network is 31 May 2019. All personal routers will be disconnected from this date which will interrupt
your network access. For members that are still using a personal router CCL recommends that you
decommission your router as soon as possible to prevent any connection issues after the deadline.
Members who require assistance with decommissioning their router should engage their IT
consultant.

Any member who is using an Apple AirPort Time Capsule will be contacted separately by the Network
staff.

Kind Regards,

Michael Wright

ICT Manager

Counsel’s Chambers Limited


mailto:support@ccl.com.au

From: Debbie George

Sent: Friday, 11 May 2018 5:12 PM

To: Shareholders & Clerks

Subject: CIRCULAR TO CCL SHAREHOLDERS, CLERKS AND NETWORK MEMBERS - CCL NETWORK - FULL
DEPLOYMENT OF CISCO WI-FI SERVICE

| refer to my attached circular dated 27 March 2018 regarding the use of private routers on the CCL
Network.

CCL is pleased to announce that it will undertake a full deployment of the CCL Network Cisco Wi-Fi
service (which is currently only about 70% deployed), as described below, in Wentworth, Selborne,
Windeyer and Lockhart Chambers over the coming months and all members of the CCL Network on
CCL Member Floors will have full access to this service in the majority of areas throughout the
buildings.

CCL has now completed its investigations as mentioned in the attached circular and, whilst it is not
entirely clear if there are statutory breaches, the collection of metadata is only one of the issues
associated with the connection of personal routers to the CCL Network, there are several serious
security and support implications associated with permitting consumer routers (particularly wireless
routers) to connect to the CCL Network, including:

e Low level security protocols (e.g. pre-shared key, including weak passwords which could be
shared with or guessed by unauthorised people).

Firmware is rarely or never updated.

CCL has no visibility over who has access to the network through the router.

Lack of strong authentication of the router, and connected devices, to the CCL network.
Radio interference with the CCL wireless network.

Additional support burden with incompatible devices.

Accordingly, it is unfortunately necessary to phase out the use of personal routers on the CCL
Network.

CCL will no longer permit the connection of any new personal routers on its network and existing
routers will need to be phased out over the next 12 months at which time they must be disconnected.

The following should be noted in relation to the full deployment:

e The installation of the access point devices will be based on a site survey which has been
prepared by CCL’s consultants.

e On floors where there has not already been a full deployment of the Wi-Fi service, CCL may
add the additional access point devices.

e On floors that currently have a full deployment of the Wi-Fi service some of the access points
in the corridors may be relocated to ensure optimal coverage.

e Floors will remain financially responsible for the Floor switches and connection of the Wi-Fi
devices will be based on the Floor switch being able to facilitate the additional connections.

e On Floors where existing Wi-Fi equipment has reached end-of-life, the access points will be
replaced.

e CCL will be responsible for payment of the ongoing annual maintenance of the Cisco Wi-Fi
devices, as well replacement of the devices in the future at end-of-life.

CCL appreciates that not all Wi-Fi devices (both new and existing) can be connected to the Cisco Wi-Fi
service which is a commercial grade Wi-Fi as distinct from most of the private routers which are
currently connected and are mainly suitable for domestic use. Devices need to be compatible with
WPAZ2-Enterprise protocols (this is common practice in commercial environments). CCL currently uses
a certificate-based authentication known as EAP-TLS. Wi-Fi devices need to be able to connect using
this type of authentication and devices that are not compatible with EAP-TLS authentication will no



longer be supported on the CCL Wi-Fi Network. CCL IT staff have done a lot of work in this area over
recent months and we are confident that all current versions of Windows, OSX, 10S and Android
devices are compatible. For devices that do not support WPA2-Enterprise authentication we have
found a solution that will allow a number of commonly used devices (such as wireless printers) to
connect and will be assessed on a case-by-case basis. CCL is currently considering expanding the
authentication parameters to support password-based authentication. This system is much more
widely supported, CCL will advise users further in this regard towards the end of the year. However, it
is critical that, before purchasing new equipment for connection to the CCL Network, users check that
the equipment is compatible with the above protocols and users should also check with their current
equipment provider in relation to the compatibility of their current devices.

Please let me know if you have any questions in relation to the above. CCL IT Staff will in touch with
Floor Clerks over the coming months to discuss installation on each of the Floors.

Kind regards,

Debbie George
General Manager
Counsel’s Chambers Limited

Level 1 Selborne Chambers
174 Phillip Street Sydney
NSW 2000 Australia

DX 973 Sydney

P: +61 2 9231 3644
E: dgeorge@ccl.com.au
W: www.ccl.com.au

This email (including any attachments) is confidential, may be privileged, may contain commercially valuable information and
intended solely for the use of the individual or entity to whom it is addressed.

It may be read, copied and used only by the intended recipient. If you have received it in error, please contact CCL on +61 2
9231 3644 or by email at admin@ccl.com.au, or the Sender immediately by return email, and immediately delete this email. CCL
reserves the right to monitor all email communications through its networks. If the content of this email is personal or
unconnected with CCL’s business, we accept no liability or responsibility for it. You should take full responsibility for virus
checking of this email and any attachments. If this email contains personal information (as defined in the Privacy Act Cth as
amended) you must at all times comply with the Privacy Act and Australian Privacy Principles in connection with the personal
information.
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